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Latest and Most Accurate CompTIA LX0-102 practice Exam Questions:
Question: 6
After being notified of an issue with the online shopping cart, where customers are able to arbitrarily change the price of listed items,
a programmer analyzes the following piece of code used by a web based shopping cart.
SELECT ITEM FROM CART WHERE ITEM=ADDSLASHES($USERINPUT);
The programmer found that every time a user adds an item to the cart, a temporary file is created on the web server /tmp directory.
The temporary file has a name which is generated by concatenating the content of the $USERINPUT variable and a timestamp in the
form of MM-DD-YYYY, (e.g. smartphone-12-25-2013.tmp) containing the price of the item being purchased. Which of the
following is MOST likely being exploited to manipulate the price of a shopping cart's items?
A. Input validation
B. SQL injection
C. TOCTOU
D. Session hijacking
Answer: C
Explanation:
In this question, TOCTOU is being exploited to allow the user to modify the temp file that contains the price of the item.
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In software development, time of check to time of use (TOCTOU) is a class of software bug caused by changes in a system between
the checking of a condition (such as a security credential) and the use of the results of that check. This is one example of a race
condition.
A simple example is as follows: Consider a Web application that allows a user to edit pages, and also allows administrators to lock
pages to prevent editing. A user requests to edit a page, getting a form which can be used to alter its content. Before the user submits
the form, an administrator locks the page, which should prevent editing. However, since editing has already begun, when the user
submits the form, those edits (which have already been made) are accepted. When the user began editing, the appropriate
authorization was checked, and the user was indeed allowed to edit. However, the authorization was used later, at a time when edits
should no longer have been allowed.
TOCTOU race conditions are most common in Unix between operations on the file system, but can occur in other contexts,
including local sockets and improper use of database transactions.
Incorrect Answers:
A: Input validation is used to ensure that the correct data is entered into a field. For example, input validation would prevent letters
typed into a field that expects number from being accepted. The exploit in this question is not an example of input validation.
B: SQL injection is a type of security exploit in which the attacker adds Structured Query Language (SQL) code to a Web form
input box to gain access to resources or make changes to data. The exploit in this question is not an example of a SQL injection
attack.
D: Session hijacking, also known as TCP session hijacking, is a method of taking over a Web user session by obtaining the session
ID and masquerading as the authorized user. The exploit in this question is not an example of session hijacking.
References:
https://en.wikipedia.org/wiki/Time_of_check_to_time_of_use
Question: 7
The administrator is troubleshooting availability issues on an FCoE-based storage array that uses deduplication. The single
controller in the storage array has failed, so the administrator wants to move the drives to a storage array from a different
manufacturer in order to access the dat
a. Which of the following issues may potentially occur?
A. The data may not be in a usable format.
B. The new storage array is not FCoE based.
C. The data may need a file system check.
D. The new storage array also only has a single controller.
Answer: B
Explanation:
Fibre Channel over Ethernet (FCoE) is a computer network technology that encapsulates Fibre Channel frames over Ethernet
networks. This allows Fibre Channel to use 10 Gigabit Ethernet networks (or higher speeds) while preserving the Fibre Channel
protocol.
When moving the disks to another storage array, you need to ensure that the array supports FCoE, not just regular Fiber Channel.
Fiber Channel arrays and Fiber Channel over Ethernet arrays use different network connections, hardware and protocols. Fiber
Channel arrays use the Fiber Channel protocol over a dedicated Fiber Channel network whereas FCoE arrays use the Fiber Channel
protocol over an Ethernet network.
Incorrect Answers:
A: It is unlikely that the data will not be in a usable format. Fiber Channel LUNs appear as local disks on a Windows computer. The
computer then creates an NTFS volume on the fiber channel LUN. The storage array does not see the NTFS file system or the data
stored on it. FCoE arrays only see the underlying block level storage.
C: The data would not need a file system check. FCoE arrays use block level storage and do not check the file system. Any file
system checks would be performed by a Windows computer. Even if this happened, the data would be accessible after the check.
D: The new storage array also having a single controller would not be a problem. Only one controller is required.
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References:
https://en.wikipedia.org/wiki/Fibre_Channel_over_Ethernet
Question: 8
Joe, a hacker, has discovered he can specifically craft a webpage that when viewed in a browser crashes the browser and then allows
him to gain remote code execution in the context of the victim's privilege level. The browser crashes due to an exception error when
a heap memory that is unused is accessed. Which of the following BEST describes the application issue?
A. Integer overflow
B. Click-jacking
C. Race condition
D. SQL injection
E. Use after free
F. Input validation
Answer: E
Explanation:
Use-After-Free vulnerabilities are a type of memory corruption flaw that can be leveraged by hackers to execute arbitrary code.
Use After Free specifically refers to the attempt to access memory after it has been freed, which can cause a program to crash or, in
the case of a Use-After-Free flaw, can potentially result in the execution of arbitrary code or even enable full remote code execution
capabilities.
According to the Use After Free definition on the Common Weakness Enumeration (CWE) website, a Use After Free scenario can
occur when "the memory in question is allocated to another pointer validly at some point after it has been freed. The original pointer
to the freed memory is used again and points to somewhere within the new allocation. As the data is changed, it corrupts the validly
used memory; this induces undefined behavior in the process."
Incorrect Answers:
A: Integer overflow is the result of an attempt by a CPU to arithmetically generate a number larger than what can fit in the devoted
memory storage space. Arithmetic operations always have the potential of returning unexpected values, which may cause an error
that forces the whole program to shut down. This is not what is described in this question.
B: Clickjacking is a malicious technique of tricking a Web user into clicking on something different from what the user perceives
they are clicking on, thus potentially revealing confidential information or taking control of their computer while clicking on
seemingly innocuous web pages. This is not what is described in this question.
C: A race condition is an undesirable situation that occurs when a device or system attempts to perform two or more operations at
the same time, but because of the nature of the device or system, the operations must be done in the proper sequence to be done
correctly. This is not what is described in this question.
D: SQL injection is a type of security exploit in which the attacker adds Structured Query Language (SQL) code to a Web form
input box to gain access to resources or make changes to data. This is not what is described in this question.
F: Input validation is used to ensure that the correct data is entered into a field. For example, input validation would prevent letters
typed into a field that expects number from being accepted. This is not what is described in this question.
References:
http://www.webopedia.com/TERM/U/use-after-free.html
https://en.wikipedia.org/wiki/Clickjacking
http://searchstorage.techtarget.com/definition/race-condition
Question: 9
A developer is determining the best way to improve security within the code being developed. The developer is focusing on input
fields where customers enter their credit card details. Which of the following techniques, if implemented in the code, would be the
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MOST effective in protecting the fields from malformed input?
A. Client side input validation
B. Stored procedure
C. Encrypting credit card details
D. Regular expression matching
Answer: D
Explanation:
Regular expression matching is a technique for reading and validating input, particularly in web software. This question is asking
about securing input fields where customers enter their credit card details. In this case, the expected input into the credit card number
field would be a sequence of numbers of a certain length. We can use regular expression matching to verify that the input is indeed a
sequence of numbers. Anything that is not a sequence of numbers could be malicious code.
Incorrect Answers:
A: Client side input validation could be used to validate the input into input fields. Client side input validation is where the
validation is performed by the web browser. However this question is asking for the BEST answer. A user with malicious intent
could bypass the client side input validation whereas it would be much more difficult to bypass regular expression matching
implemented in the application code.
B: A stored procedure is SQL code saved as a script. A SQL user can run the stored procedure rather than typing all the SQL code
contained in the stored procedure. A stored procedure is not used for validating input.
C: Any stored credit card details should be encrypted for security purposes. Also a secure method of transmission such as SSL or
TLS should be used to encrypt the data when transmitting the credit card number over a network such as the Internet. However,
encrypting credit card details is not a way of securing the input fields in an application.
Question: 10
A security administrator was doing a packet capture and noticed a system communicating with an unauthorized address within the
2001::/32 prefix. The network administrator confirms there is no IPv6 routing into or out of the network.
Which of the following is the BEST course of action?
A. Investigate the network traffic and block UDP port 3544 at the firewall
B. Remove the system from the network and disable IPv6 at the router
C. Locate and remove the unauthorized 6to4 relay from the network
D. Disable the switch port and block the 2001::/32 traffic at the firewall
Answer: A
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